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Technology Impact Cycle Tool
Hololive OCG Manager

Impact on society
What impact is expected from your technology?

What is exactly the problem? Is it really a problem? Are you sure? 
There is currently no easily accessible deck/collection creation and 
management tool, similar to archidekt for magic the gathering, available for 
the Hololive OCG

Are you sure that this technology is solving the RIGHT problem?
There are already similar tools for other trading card games that are regularly 
used, and have active communities around them.

How is this technology going to solve the problem?
By creating a tool for the creation, management and sharing of decks for the 
Hololive OCG, more people could more easily  create their own decks, and 
share their ideas with others, possibly involving more people to the game.

What negative effects do you expect from this technology?
If implemented incorrectly, data breaches can occur.

In what way is this technology contributing to a world you want to live 
in?
While this technology doesn't effect the daily lives of people, it does effect 
how people might interact with the hobby. I care deeply about the hobby I am 
making this for, so I would like this technology to make it easier for others to 
get into the hobby.

Now that you have thought hard about the impact of this technology 
on society (by filling out the questions above), what improvements 
would you like to make to the technology? List them below.
security,
community pages, such as forums or discussion boards.
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Hateful and criminal actors
What can bad actors do with your technology?

In which way can the technology be used to break the law or avoid the 
consequences of breaking the law?
If leaked, users email addresses and IP addresses can be used for fraud, 
stalking, etc

Can fakers, thieves or scammers abuse the technology? 
Attackers can abuse the technology to possibly gain access to users email 
addresses.

Can the technology be used against certain (ethnic) groups or (social) 
classes?
No

In which way can bad actors use this technology to pit certain groups 
against each other? These groups can be, but are not constrained to, 
ethnic, social, political or religious groups.
There is currently no way for the technology to pit groups against each other.

How could bad actors use this technology to subvert or attack the 
truth?
No way.

Now that you have thought hard about how bad actors can impact this 
technology, what improvements would you like to make? List them 
below.
Switch from HTTP to HTTPS,
Validate, and sanitize all user inputs,
Improve minimum password requirement,
Implement multi-factor authentication,
Implement audit logging and early warnings.
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Privacy
Are you considering the privacy & personal data of the users of your 
technology?

Does the technology register personal data? If yes, what personal 
data?
The application stores a users email address.

Do you think the technology invades the privacy of the stakeholders? If 
yes, in what way?
The technology does invade the privacy of stakeholders in small way by 
collecting and storing their provided email addresses.

Is the technology is  compliant with prevailing privacy and data 
protection law? Can you indicate why?
The technology is currently not compliant with privacy and data protection 
law, as there is no audit logging which is required, account deletion is not 
fully implemented, and overall security is not implemented well enough.

Does the technology mitigate privacy and data protection risks/
concerns (privacy by design)? Please indicate how.
The technology does mitigate privacy and data protection risks as much as 
possible by only collecting and storing what is absolutely necessary.

In which way can you imagine a future impact of the collection of 
personal data?
Only if breached do I image that the collection of personal data will have an 
impact, as there is no other use for it.

Now that you have thought hard about privacy and data protection, 
what improvements would you like to make? List them below.
Switch from HTTP to HTTPS,
Validate, and sanitize all user inputs,
Improve minimum password requirement,
Implement multi-factor authentication,
Implement audit logging and early warnings.
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Human values
How does the technology affect your human values?

This category is not applicable for this technology.
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Stakeholders
Have you considered all stakeholders?

Who are the main users/targetgroups/stakeholders for this 
technology? Think about the intended context by answering these 
questions.

Name of the stakeholder
Target users

How is this stakeholder affected?
Target users get an accessible tool to create and manage decks

Did you consult the stakeholder?
No

Are you going to take this stakeholder into account?
Yes

Did you consider all stakeholders, even the ones that might not be a 
user or target group, but still might be of interest?

Name of the stakeholder
Unknown

How is this stakeholder affected?
Cover-Corp is the owner of the Hololive Official Card Game IP, and holds the 
rights to images and cards used in the technology

Did you consult the stakeholder?
No

Are you going to take this stakeholder into account?
Yes

Now that you have thought hard about all stakeholders, what 
improvements would you like to make? List them below.
Implement an about section that informs users that all cards and images 
used by the technology is owned by cover-corp and add links to their official 
website
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Data
Is data in your technology properly used?

This category is not applicable for this technology.
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Inclusivity
Is your technology fair for everyone?

Will everyone have access to the technology?
Yes

Does this technology have a built-in bias?
There's a built-in bias in the UX for users that are familiar to trading card 
games.

Does this technology make automatic decisions and how do you 
account for them?
There are currently no automatic decisions

Is everyone benefitting from the technology or only a a small group? 
Do you see this as a problem? Why/why not?
Everyone who uses the technology can benefit in the same way.

Does the team that creates the technology represent the diversity of 
our society?
No

Now that you have thought hard about the inclusivity of the 
technology, what improvements would you like to make? List them 
below.
-
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Transparency
Are you transparent about how your technology works?

Is it explained to the users/stakeholders how the technology works 
and how the business model works?
No

If the technology makes an (algorithmic) decision, is it explained to the 
users/stakeholders how the decision was reached?
No

Is it possible to file a complaint or ask questions/get answers about 
this technology?
No

Is the technology (company) clear about possible negative 
consequences or shortcomings of the technology?
No

Now that you have thought hard about the transparency of this 
technology, what improvements would you like to make? List them 
below.
Implement better UX,
Implement options for users to submit complaints, changes, etc.
Implement sections detailing what and how user data is collected and 
handled
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Sustainability
Is your technology environmentally sustainable?

This category is not applicable for this technology.
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Future
Did you consider future impact?

This category is not applicable for this technology.
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