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Validation of loT
Security Design

Patterns for Smart
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The project focuses on automating the validation of 10T security design
patterns, specifically for smart lamps like Philips Hue and low-cost models.
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Technology Impact Cycle Tool

Automated Validation of loT Security Design Patterns for Smart Lamps

Using tools such as Node-RED, Nmap, and Wireshark, the system identifies vulnerabilities
like weak encryption and insecure communication. It validates security patterns,
including encrypted communication and authentication mechanisms. By providing a Proof
of Concept, the technology compares security practices in high-end and low-cost
devices, aiming to improve 10T security standards. This contributes to both academic
research and practical applications in securing IoT devices.
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Impact on society
What impact is expected from your technology?

What is exactly the problem? Is it really a problem? Are you sure?
The main problem is the lack of robust security in 10T devices like smart

lamps, which are vulnerable to attacks such as unauthorized access, data
breaches, and denial-of-service (DoS) attacks. These vulnerabilities can
compromise user privacy, network integrity, and device functionality. This is a
real problem for both manufacturers and end-users, as it directly impacts
trust, usability, and safety in 10T ecosystems.

Are you sure that this technology is solving the RIGHT problem?
Yes. The technology focuses on automating the validation of security design

patterns, a key aspect of addressing I0T vulnerabilities. By tackling root
causes such as weak encryption and poor authentication, the technology
targets fundamental security flaws rather than just treating symptoms. The
problem definition aligns with industry standards like OWASP and ETSI
guidelines, ensuring relevance and precision.

How is this technology going to solve the problem?
The technology automates security testing for 0T devices by integrating tools

like Node-RED, Nmap, and Wireshark. It validates security patterns such as
encrypted communication and robust authentication, identifying
vulnerabilities and providing actionable insights. The system is grounded in
research, tested on smart lamps, and designed to scale to other 0T devices.
Future evaluations, including Proof of Concept (PoC) testing, will validate its
effectiveness.

What negative effects do you expect from this technology?
Potential misuse: If improperly secured, the system could be exploited by

attackers to gain insights into vulnerabilities.

Stakeholder resistance: Manufacturers may be hesitant to adopt the findings
if they expose flaws in their products.

Over-reliance on automation: Users might neglect manual verification steps,
leading to blind spots in security validation.

In what way is this technology contributing to a world you want to live
in?

This technology promotes a safer and more secure 10T environment by
addressing key vulnerabilities. It aligns with professional values of privacy,
transparency, and security, contributing to a world where users can trust their
devices. By improving loT security, it enhances the quality of digital
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interactions, fostering innovation and user confidence in smart technologies.

Now that you have thought hard about the impact of this technology
on society (by filling out the questions above), what improvements

would you like to make to the technology? List them below.
Enhance security: Implement stricter access controls for the testing system

to prevent misuse.

Increase transparency: Provide detailed reporting for stakeholders to
understand vulnerabilities and proposed solutions.

Broaden applicability: Adapt the system to test a wider range of IoT devices
beyond smart lamps.

Promote education: Develop training materials to help stakeholders
implement recommendations effectively.
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Hateful and criminal actors
What can bad actors do with your technology?

In which way can the technology be used to break the law or avoid the

consequences of breaking the law?
If misused, the technology could identify vulnerabilities and exploit them

instead of securing devices. This could include unauthorized access to 0T
devices, data breaches, or denial-of-service attacks. Additionally, the
technology could be used to bypass security mechanisms of competing
products if ethical guidelines are ignored.

Can fakers, thieves or scammers abuse the technology?
Yes, scammers could exploit the findings of the technology to develop

phishing schemes targeting 10T users. Hackers could use the system's data
to create targeted attacks, disrupt device functionality, or infiltrate networks to
steal sensitive information.

Can the technology be used against certain (ethnic) groups or (social)

classes?
While the technology itself is neutral, its misuse could disproportionately

impact certain groups. For instance, bad actors could use 10T vulnerabilities
identified by the technology to target vulnerable communities or exacerbate
existing digital divides.

In which way can bad actors use this technology to pit certain groups
against each other? These groups can be, but are not constrained to,

ethnic, social, political or religious groups.
By exploiting 10T vulnerabilities, bad actors could manipulate devices to

create mistrust between stakeholders, such as consumers and
manufacturers, or amplify societal divisions by selectively targeting groups
with 10T disruptions.

How could bad actors use this technology to subvert or attack the

truth?
Bad actors could use the technology's data to craft convincing misinformation

campaigns. For instance, exploiting IoT vulnerabilities to create fake evidence
or manipulate devices could fuel distrust in smart technologies, spreading
fear or doubt.

Now that you have thought hard about how bad actors can impact this
technology, what improvements would you like to make? List them

https://www.tict.io 5/15 July 4, 2025 6:53 PM



Technology Impact Cycle Tool

Automated Validation of loT Security Design Patterns for Smart Lamps

below.
Secure Access: Strengthen authentication mechanisms to restrict

unauthorized use of the system.

Ethical Guidelines: Include terms of use that explicitly prohibit misuse of the
technology.

Transparency: Provide clear reporting to stakeholders, showing the intent and
outcomes of testing.

Awareness Campaigns: Educate users about the risks of 10T vulnerabilities
and how to mitigate them.
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Privacy
Are you considering the privacy & personal data of the users of your

technology?

Does the technology register personal data? If yes, what personal

data?
Yes, the technology may indirectly collect data such as device IP addresses,

MAC addresses, and user-defined device configurations during testing. While
not directly personal data, this information can be linked to individuals if
combined with other data sources.

Do you think the technology invades the privacy of the stakeholders? If

yes, in what way?
Partially. While the technology itself does not directly invade privacy, it

processes sensitive device data during tests. This could be perceived as an
invasion if stakeholders are unaware of the data collected or its purpose.
Ensuring transparency mitigates this risk.

Is the technology is compliant with prevailing privacy and data

protection law? Can you indicate why?
Yes, the technology adheres to GDPR principles by minimizing the data

collected and ensuring it is solely used for testing and validation. Appropriate
safeguards like encryption (e.g., TLS 1.3) and secure storage are
implemented to comply with data protection laws.

Does the technology mitigate privacy and data protection risks/

concerns (privacy by design)? Please indicate how.
Yes, privacy by design is implemented through:

Data Minimization: Collecting only essential data needed for testing.
Encryption: Protecting data in transit and at rest using robust cryptographic
protocols.

Access Controls: Ensuring only authorized individuals can access sensitive
data.

Transparency: Informing stakeholders about what data is collected and why.

In which way can you imagine a future impact of the collection of

personal data?
Collected data could potentially be exploited if security measures fail, leading

to unauthorized access to I0T devices or networks. Mismanagement of data
could harm user trust or reputation, particularly if device vulnerabilities are
exposed without proper context.
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Now that you have thought hard about privacy and data protection,

what improvements would you like to make? List them below.
Enhance Transparency: Create user-friendly documentation to explain the

purpose of data collection and its security measures.

Regular Audits: Conduct periodic checks to ensure data minimization and
compliance with updated privacy laws.

Stakeholder Involvement: Involve stakeholders in the design of privacy
policies to address their concerns effectively.

Pseudonymization: Where possible, anonymize device data to further
mitigate privacy risks.
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Human values
How does the technology affect your human values?

How is the identity of the (intended) users affected by the technology?
The technology does not directly affect user identity, but it indirectly impacts it

by securing devices tied to personal data. By protecting user data, it
empowers individuals to feel safer using loT devices. However, if not
transparent, it may create a trust gap, leading users to question its motives or
effectiveness.

How does the technology influence the users' autonomy?
The technology empowers users by securing devices and reducing

dependency on reactive security measures. However, users could become
over-reliant on automation, risking reduced critical thinking about their
devices' security.

What is the effect of the technology on the health and/or well-being of

users?
By mitigating 10T security risks, the technology reduces stress and enhances

mental well-being. Conversely, a lack of transparency could cause confusion
or mistrust, negatively impacting user satisfaction.

Now that you have thought hard about the impact of your technology
on human values, what improvements would you like to make to the

technology? List them below.
Increase Transparency: Offer accessible documentation to demystify the

technology for users.

Balance Automation: Encourage users to stay informed about I0T security,
even when relying on automation.

Community Focus: Develop tools that are inclusive and consider diverse user
needs and contexts.
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Stakeholders

Have you considered all stakeholders?

This category is only partial filled.

Who are the main users/targetgroups/stakeholders for this
technology? Think about the intended context by answering these
questions.

Name of the stakeholder
Casper Schellekens

How is this stakeholder affected?
He has the lead in the project

Did you consult the stakeholder?
Yes

Are you going to take this stakeholder into account?
Yes

Did you consider all stakeholders, even the ones that might not be a
user or target group, but still might be of interest?

Now that you have thought hard about all stakeholders, what

improvements would you like to make? List them below.
Yes, a stakeholder brainstorm identified both direct and indirect groups

affected by the technology. For example, regulators and academic
researchers are integral to long-term adoption and refinement.
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Data

Is data in your technology properly used?

This category is only partial filled.

Are you familiar with the fundamental shortcomings and pitfalls of

data and do you take this sufficiently into account in the technology?
Yes, the technology addresses issues like incomplete datasets and biases by

relying on standardized security frameworks (e.g., OWASP). It avoids
correlation/causation errors by focusing on repeatable and validated test
cases. However, user-defined device data introduces subjectivity, and
mitigation involves anonymization and strict data handling protocols.

How does the technology organize continuous improvement when it

comes to the use of data?
This question has not been answered yet.

How will the technology keep the insights that it identifies with data

sustainable over time?
This question has not been answered yet.

In what way do you consider the fact that data is collected from the

users?
This question has not been answered yet.

Now that you have thought hard about the impact of data on this
technology, what improvements would you like to make? List them

below.
Data Minimization: Review and refine the data collection process to ensure

that only the minimum amount of necessary data is collected, reducing the
risk of privacy violations.

Data Security: Implement end-to-end encryption for all data collected during
the testing process to ensure that even if data is intercepted, it remains
secure.

Data Sustainability: Develop a clear data retention and disposal policy,
ensuring that data is not kept for longer than necessary and that it is deleted
securely after use.
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Inclusivity
Is your technology fair for everyone?

This category is only partial filled.

Will everyone have access to the technology?
This question has not been answered yet.

Does this technology have a built-in bias?
Potential biases may arise from the datasets used for testing (e.g., focusing

more on high-end devices like Philips Hue and less on low-cost alternatives).
To reduce this bias, the technology incorporates multiple device types and
encourages diverse testing scenarios. However, assumptions about core
vulnerabilities could limit its applicability to other 10T devices.

Does this technology make automatic decisions and how do you

account for them?
This question has not been answered yet.

Is everyone benefitting from the technology or only a a small group?

Do you see this as a problem? Why/why not?
This question has not been answered yet.

Does the team that creates the technology represent the diversity of

our society?
This question has not been answered yet.

Now that you have thought hard about the inclusivity of the
technology, what improvements would you like to make? List them

below.
Accessibility Features: Add features that make the technology more inclusive,

such as screen reader compatibility, easy navigation for people with
disabilities, and multilingual support to cater to a global user base.

Bias Reduction: Work with a diverse team of developers and testers to
ensure that biases in device selection, data analysis, and test outcomes are
minimized. This ensures the technology works equally well for all types of 10T
devices and user profiles.
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Transparency
Are you transparent about how your technology works?

This category is only partial filled.

Is it explained to the users/stakeholders how the technology works

and how the business model works?
Yes, stakeholders are informed through detailed documentation and

transparent reporting. The goals of the technology are explicitly tied to
improving 10T security by automating validation processes. However,
additional efforts are needed to simplify technical explanations for less
technical stakeholders.

If the technology makes an (algorithmic) decision, is it explained to the

users/stakeholders how the decision was reached?
This question has not been answered yet.

Is it possible to file a complaint or ask questions/get answers about

this technology?
This question has not been answered yet.

Is the technology (company) clear about possible negative

consequences or shortcomings of the technology?
This question has not been answered yet.

Now that you have thought hard about the transparency of this
technology, what improvements would you like to make? List them

below.
Clear Communication: Ensure that all stakeholders, especially end-users,

can easily understand the purpose of the technology, the testing process,
and the findings. This includes providing plain language reports and clear
data usage guidelines.

Business Model Transparency: Make sure that the business model behind
the technology is fully transparent to users, especially regarding how data is
used, stored, and shared. This builds trust and helps users feel secure in
using the system.
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Sustainability

Is your technology environmentally sustainable?

This category is only partial filled.

In what way is the direct and indirect energy use of this technology

taken into account?
The technology minimizes energy use by optimizing automated testing

scripts and using lightweight tools like Node-RED. However, indirect energy
use, such as testing environments and server uptime, requires further
evaluation. Future iterations may include energy-efficiency metrics as part of
the testing framework.

Do you think alternative materials could have been considered in the

technology?
This question has not been answered yet.

Do you think the lifespan of the technology is realistic?
This question has not been answered yet.

What is the hidden impact of the technology in the whole chain?
This question has not been answered yet.

Now that you have thought hard about the sustainability of this
technology, what improvements would you like to make? List them

below.
Energy Efficiency: Optimize the software for energy efficiency, ensuring that

testing processes and data collection do not unnecessarily consume
resources or contribute to environmental harm.

Long-Term Viability: Build a roadmap for maintaining and updating the
technology, especially as new security threats emerge. This ensures the
system remains effective and sustainable over the long term.
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Future
Did you consider future impact?

This category is only partial filled.

What could possibly happen with this technology in the future?
If widely adopted, the technology could standardize 10T security validation,

making secure devices the norm. However, misuse or unethical applications
(e.g., by malicious actors) could undermine trust in I0oT ecosystems. It could
also lead to an arms race between attackers and defenders, requiring
continuous updates to stay effective.

Sketch a or some future scenario (s) (20-50 years up front) regarding
the technology with the help of storytelling. Start with at least one

utopian scenario.
This question has not been answered yet.

Sketch a or some future scenario (s) (20-50 years up front) regarding
the technology with the help of storytelling. Start with at least one

dystopian scenario.
This question has not been answered yet.

Would you like to live in one of this scenario's? Why? Why not?
This question has not been answered yet.

What happens if the technology (which you have thought of as

ethically well-considered) is bought or taken over by another party?
This question has not been answered yet.

Impact Improvement: Now that you have thought hard about the
future impact of the technology, what improvements would you like to

make? List them below.
Scalability and Adaptability: Ensure the system is scalable to handle future

loT devices and new security vulnerabilities that arise. This adaptability will
help ensure the technology remains relevant as IoT evolves.

Ethical Governance: Establish a governing body to review the ethical
implications of the technologys usage regularly. This body can ensure that
future updates and implementations are aligned with global standards for
privacy, security, and fairness.
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